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Business continuity policy and risk preparedness

Measures & Procedures
(Risk & resilience)

R&R Work Plan

a I Meeting — Nowvember 2020 A 2™ Meeting — February 2021 A 3 Meeting — April 2021 A 4t Meeting — June 2021
i i
Business Continuity Guideline creation . _j;’% g
i —TF R * . -
- Possible to think in
Assessment Interviews ’ } 7X_;’% I g webinars after each
Script creation and execution milestone/ meeting to
share the materials /
Creation Execution Analysis
Develop Guideline Develop Guideline
Subject 1 Subject 3
Develop Guideline Develop Guideline
Subject 2 Subject 4
Evaluation and Plan
Proposal for future workplan
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TC Risk & ResilienceTHh>7—+2 Y B1xiE
4 Individual Topics:

4 COVID-19
WPSP COVID-19 GUIDANCE DOCUMENT FOR PORTS D&
€ Anti-corruption
Maritime Anti-Corruption Network (MACN) &ME#E
€ Extreme weather
PIANC Navigating a Changing Climate project &®M&E#E
€ Dangerous goods

ICHCA LDEHEE (RAIL—FTOEEXEZHEFER)
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Business continuity policy and risk preparedness= B+%&%

‘Two-layer approach for the Survey:

O

O

FFR A ZEa—,

MRIE, HBHSHREEVRIFEZEZRBLTGERE,

INALARJLFZE =) Climate and Energy TCEU
Data Collaboration TC &EHEL .
[TAPH Dashboard | & &

bNeIcome to the IAPH Risk and Resilience survey. Our aim is to find out how your port
proactively plans coordination and response to coordinately in disruptive risks / events that
could threat business continuity and/or stop operations (such as natural disasters, pandemic
situations, large scale explosions, cyberattacks, an others)+

o

We would like to separate this from operational risks (such as security, compliance,
environmental impacts, etc) which is monitored and controlled internally, and related to
improving management and operational procedures. Business Continuity analysis is defined in
this case as the ability to identify, to monitor, to anticipate, to respond and to learn.+

]

To help identify resilient performance when adverse conditions prevail, we request your
collaboration by answering the following guestions to help us form a picture worldwide on
how well ports are prepared for future crises. «

o

Short Survey (Online Promotion) - status of ports and business continuity plans:«

1. Does your port document a structured process to identify and evaluate Business
Continuity related risks and opportunities? (Yes or No)«

2. Which of those plans do you currently address / consider? (multiple options - crisis

management, emergency management, disaster recovery, risk management; Business

Continuity Plan, BIA (Business Impact Analysis — main activities), climate change

adaptation plan others/specify, none)+

What are the main issues/opportunities considered on your company (top 5)?

(infectious diseases, corruption, extreme weather, dangerous goods, livelihood crises,

cybersecurity, digital inequality, prolonged stagnation, terrorist attacks, youth

dicilliscinnmant cacigl bhocinn gracinn himan omiiranmantal damacac accat bbbl
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Guidelines on risk & resilience C BIXEE

*Purpose: provide generic guidelines on risk and resilience to
provide members with a starting point.

*not focussed on specific national/regional requirements
*From risk to mitigating measures to resilience

*Intro: About IAPH / Table of contents / Foreword / Summary
*Chapter 1: Risk and Resilience

*Introduction with examples of disruptions: Mumbai, R’"dam, Houston,...
*Risk: ISO 31000 based / environment of the port / external & internal factors
*Disruptive events: types

*Resilience (next)

20 (2021.2.25) B &Y



Guidelines on risk & resilience C BLREd

Organizational resilience model (puche, 2019)

Before the event During the event After the event >
[t ¢ — - - - -
[ Organizational resilience \
vt Copin ;
Anticipation ping Adapting I
Prior knowledge Observation & Accepting Reflection and Cognitive action
base I Identification e Learning | 1
Preparation implementing Change I Behavioural action

solutions

Resource Social Power &

availability resources Responsibility

-~
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Guidelines on risk & resilience © B1xEd

Guidelines on risk & resilience — Content Ch.2

Risk appraisal

Risk analysis Landuse planning

Risk identification T

M .+ Technical prevention

Reconstruction

Capacity building
Rehabilitation

Emergency planning
Damage assessment

Monitoring
Humanitarian aid
Search and rescue Early warning

Disaster

-~
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IAPH Global Port Tracker Y BiREd

 traditional port performance metrics, such as cargo

turnover, vessel calls etc. IHS Markit

» sustainability performance indicators, corresponding to
the three strategic focus areas of IAPH (risk and
resilience, climate and energy, data collaboration)

IAPH Dashboard on port performance Draft content outline, Version 1.0
Potential Questions Type of answer
Climate and Energy Monitoring Carbon Footprint? Port Authority level / Port Area level / No
Carbon reduction and/or neutrality targets? Port authority / Port area / No
Production and use of renewable/green energy in the port Solar / Wind / Tidal / Hydrogen / Other
Carbon capture and storage No action / Design / Implementation / Operational
Provision of high voltage OPS for commercial vessels Mo action / Design / Implementation / Operational
Provision of incentives to best performing vessels ESI / Other / No
Low and zero carbon fuels available in the port List of fuels to select from, for each:
No action / Design / Implementation / Operational
Pilot projects on JIT and Port Call Optimization Mo action / Design / Implementation / Operational
Data Collaboration Conformity with the FAL requirement for electronic data exchange | No action / Design / Implementation / Operational
Implemented Port Community System No action / Design / Implementation / Operational
Implemented National Maritime Single Window No action / Design / Implementation / Operational
Implemented Port Management System No action / Design / Implementation / Operational
Current application of smart port technologies in the port loT / Blockchain / 5G / Artificial Intelligence / Digital twins
subecsecuchymeas.es Moaction  Lesizod anlementsting + Uneratineal
Risk and Resilience Structured process to identify and evaluate Business Continuity Yes/ No
related risks and opportunities
Plans and processes currently applied Risk Management / Emergency Response / Crisis
Management Plan / Business Continuity Plan
Main risk topics / priorities Select from a list / Other
Risk and Resilience preparedness No action / Design / Implementation / Operational
SeTermTeTETe STt T e e e TS T e e e e n e
port annual report / No
Integration of UN SDGs Reference / Systematic follow-up / No
Percentage of women in managerial PA positions 0-10 / 10-20 / 20-30 / 30-40 / 40-50 / 50+ %
Percentage of women in operational positions 0-10 / 10-20 / 20-30 / 30-40 / 40-50/ 50+ %

F3[E(2021.4.22) B &Y



IAPH#< R&R =

1. Risk & Resilience Research

2. Business Continuity Management
-Experience from the Port of Antwerp-

Microsoft Teams —
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1. Risk & Resilience Research Y ELREE

Risk & Resilience
Research

74 June 2021

7

//\§ Dr. Hugo Marynissen

: &
s
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/4 "§ . '). I‘ v

WA 5] lAPH “

IAPH World Ports Conference - June 21-25, 2021




1. Risk & Resilience Research Y ELREE

Question from IAPH Technical committee
on Risk & Resilience

IAPH aims to develop a dashboard-like tool to check how

members are doing in terms of resilience management

Pre-test a survey through qualitative interviews

Get an idea what the challenges are

IAPH World Ports Conference - June 21-25, 2021

@lAPH-m

@ PM « R&D, June 2021




1. Risk & Resilience Research

The research team

X

Hugo Marynissen Fabian Steinmann

IAPH World Ports Conference - June 21-25, 2021

© PM ¢ R&D, June 2021
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1. Risk & Resilience Research Y ELREE

The process

Q Conceptual framework on resilience

Interviews with 12 ports (in 6 regions) ERRIZIT10%E

«~/. Gauge appetite and level of awareness for resilience

Based on analysis, findings will be presented

IAPH World Ports Conference — June 21-25, 2021

QD,lAPH-m

@ PM * R&D, June 2021




1. Risk & Resilience Research

What is resilience?

i
S - Respond [~
N Intemuptios " - -
g B — | \
. | 1,
N \ \
e \
C
3 l\ ¥
= \
| \ Alarm
Q Process trends \'._
8 ‘i \\ Samgplin 9
& \  p—— PE— “'| fraqyus (y4
= £ |
Q \ it_ci f e
(®] |
0 .
T Monitor
o
g P R
(®]
=
I -
= Erik Hollnagel, 2016; p. 86

)

Anticipate

]
J
e R
/‘
’”

-~




1. Risk & Resilience Research

IAPH World Ports Conference - June 21-25, 2021

before the

disruptive event

during the
disruptive event

after the
disruptive event

Resouru:e-\

-

Power ah

Prepare system for
expected disruption

1 Aim iz to return to
Narmal functioning

- Social resources o
availability \ responsibility
— = - ——— ——
Sy e J—
e
- o -
.y - - - -
I ~ 1 == 1
F v e | ¥ TT=a — . ¥
Prior Observation & Accepting Reflection &
knowledge Identification N Learning
base J B Developing and
Preparation implementing solutions Change

Change of normal functioning
may be required

| Mormal functioning

| Loss in

| Reduced functioning

| Disturbed functioning

Based on Duchek, 2020

performance




1. Risk & Resilience Research Y ELREE

IAPH World Ports Conference - June 21-25, 2021

Findings - overall remarks

No two ports are the samel

Variations in operations, climate conditions, capacity, ownership, etc.
All ports experienced consequences of COVID-19 pandemic
‘Temporariness of operations’ has a varying impact on the actual risks in every
port
As critical infrastructures, ports should have a central| resilient position in the
supply chain
Resilience is often seen as something operational and for safety & risk
department, not strategic and organization wide

- : - .‘

@ PM = R&D, June 2021
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1. Risk & Resilience Research Y BixiE

IAPH World Ports Conference - June 21-25, 2021

Results: Anticipation /2

Some disruptions, leading to delays, may be foreseen
Regulatory, financial & operational challenges

Climate (change) and natural disasters as a challenge for
business continuity

Operational hazards (fire, spills, obstruction of port entrance,
etc.)

Security, terrorism, IT, etc.

QD,lAPH-m

@ PM » R&D, June 2021




1. Risk & Resilience Research Y ELREE

|IAPH World Ports Conference - June 21-25, 2021

Results: Anticipation /2

Early identification of risks and threats
Risk assessment
Collaboration (navy, other ports, national weather service)

Maintain buffer capacity for critical operations

Some ports had a solid business continuity planning during the pandemic
Own fire service vs. relying on external services

Plans and procedures (though no plan could have solved the pandemic...)

@ PM » R&D, June 2021




1. Risk & Resilience Research Y ELREE

Results: Coping

How to deal with disruptions causing incidents, emergencies or
crisis?

Operational command teams dealing with incident
management

Tactical level: including stakeholders to solve the problem
Strategic level: crisis management for mitigating impact on the

whole port activity & links with authorities

IAPH World Ports Conference - June 21-25, 2021

QdIAPH‘m

@ PM » R&D, June 2021




1. Risk & Resilience Research Y ELREE

Results: Adapting

Integrate lessons learned

Review processes in place & external investigation
Seize opportunities
After action reviews can lead to positive change initiatives

Share the learnings: multiple initiatives

However, not structured, not within the |APH, fear for loss of reputation

|IAPH World Ports Conference - June 21-25, 2021

leAPH-m

@ PM * R&D, June 2021




1. Risk & Resilience Research

IAPH World Ports Conference - June 21-25, 2021

What's next?

Small and not representative sample

Due to time pressure
Data saturation after approx. 25 interviews
Recommendable to run a second round of interviews with 12-15 ports

Expand the number of interviews (with various actors in the port)

Raise attention to C-suite level
Share best practices through shared learning activities

Development and pre-testing of a resilience survey

IAPH

@ PM » R&D, June 2021
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2. Business Continuity Management Y Btx%EY

Business Continuity A‘ 'Al

Management ! L ’"-‘,_

e el

_ __Q—..

LTI
4

Experience from the

Port of Antwerp

Port of
Antwerp




2. Business Continuity Management © ELxEY

Content

1. Why BCM?

2. Threats

3. BCM in the port of Antwerp
4. Increasing the resilience potential
9. Research: PoA in the pandemic

Port of
Antwerp




2. Business Continuity Management ©EtxEY

Why BCM?
* An increasingly complex world

» Unprecedented globalisation:

* Increases trade
* Requires more reliable supply chains

* Brings institutional distance from key stakeholders

= New Risks

* |ncrease in scale
* Climate change

* Interdependence

Port of
Antwerp




2. Business Continuity Management Y BIREY

Why BCM?

Moral obligation to society

Responsibility of care to our stakeholders

Competitive advantage & Reputation

Compliance

Port of
Antwerp




2. Business Continuity Management © BixEd

General threats to ports

Figure 6: Possible threats to continued port operations

Economic Environmental Human
Faciors Adverse Factors Factors

Terrcrism and crime Human

Competition from

Nucicar dovice / Slow-down

Unexploded W2 11 Domb
orainance

Bancrupicy of 3 Flood wane /

major port user Teunami

Top 3 disruptions
in Asian ports:

vandalism

Major shpping Docaion making errerns

line relccates (=g gas tanken) Mt DeLranct
00 Opoaing smom
Seanonalty - N t
ol ok Compeigna & atura
Peskporiods & Physical af .k..,,.m:‘.g.m., Epédomics fo.g. i)
Jon .
ages: Mikary mebilaation \and af el d isa Ste rs

Chvilan repariation or evacuction by sea
(&g when sirspace s closed)

[ciosure * Navigational
e disruption
Ineffeciive communication P Strike

Lack of rak owaronasa
No syRtam wida resilenes planning
Neo tusinecs contnuly pianning

Insutficient Irakng (Lam & Su, 2015)

In-gate / cLr-gate
ccnyols
Poor planning

Conflicts with centractual
And stahscry obligalions

Highway manenance

Access
Factors

(Source: adapted from Mansouri et al. (2010) by drawing on findings made in interviews with the UK port sector and in consultation with policy makers at the
UK's Department for Transport)




Local scale:

£ o
* Dangerous Goods

¢ Traffic incidents (water, rail,
road)

* Fire

¢ Oil Spills

¢ (River) Cruise ships

2. Business Continuity Management

y
¢ |ncidents with:

¢ Rail
* Inland navigation

¢ Unknown production
methods & techniques

* |ncrease of scale




2. Business Continuity Management Y BIREY

Business Continuity Management (1SO 22301:2019)

Business Continuity

Business Continuity Management

The requirements to plan, establish,
implement, operate, monitor, review,
maintain and continually improve a
documented management system to
protect against, reduce the likelihood organization and the impacts to

of occurrence, prepare for, respond | by siness operations those threats, if

!ZD, _and recover from dils.ruptiue realized, might cause, and which Threat based + Quid unknowns?
incidents when they arise.

Holistic management process that
identifies potential threats to an

Company wide +* Port wide?

provides a framework for building Organizational resilience - How?
organizational resilience with the
capability of an effective response
that safeguards the interests of its Stakeholders
key stakeholders, reputation, brand | Reputation
and value-creating activities

Effective Response

Value Creation

Port of
Antwerp




2. Business Continuity Management

BCM in the Port of Antwerp: a culture!

Human Resources
and
Responsibilities

*Resilience focussed
vision

*Empowerment of

personnel

*Learning culture

=Active role in

community building on
different levels

BC Planning and
Process

*Formal connectivity
with stakeholders
through designated
departments

*Planning and resource
management embedded
in the departments
*BCM taskforce

=Critical processes

mapping

Communication &
Structure

*Strong internal
communications and
(HR) development
departments

*Specific funtions for
High Risk activities and
threats: CybOff, SHEQ,
BCM Op, IMO, ...
*BCM taskforce
consisting of various
department managers

Attitudes &
Ownership

=Strong leadership
commitment

*High focus on changing
trends and
developments:

*High level: climate,
technologyj, ...
=Operational level:

customer focus,
partnerships,...

*Improvisation




2. Business Continuity Management Y BixES

]
!

K
- B R

Increasing resilience potential
(E. Hollnagel, 2012)

The capacity to:

* Understanding what is going on around us

M 0 n ito r * The situational awareness

* Short term

* Understanding what is going to come

A nt i C i p a te * Imagining the possibilities

* long term

* Learning from inside and outside

Le arn * First order learning

* Second order learning s

] 1
|

e

i

| L
| L]
ot ‘ ‘

* Relevant and Effective

Re S p 0 n d * Timely but only when necessary

* Competencies and resources

Port of
Antwerp




2. Business Continuity Management Y BIREY

In our four roles
Actieve rol as community builder

A
landlord

regulator community builder
< >

operator

A 4

Port of
Antwerp




2. Business Continuity Management ©EtxEY

Our network — our social resources

» Business Continuity
Management is active on
three levels and over the
O strategic priorities™:

* Risks and incidents occur on
the operational domain, but
have an impact on the
economical domain and on the
Policy domain (i.e. our license
to operate)

» Connection in and outside of
PoA ensures a strong network
to build on.

* mobility, sustainability, operational excellence,
safety and securnty, transition

Port of
Antwerp

Adapted from Padgett & Powell, 2012




2. Business Continuity Management Y BIREY

Response: Incident management

Traffic
Management

Person calling Port Authority
(company, ship,...) Supervisor

___________________________________ Follow up
:' Other w (invoicing)
resources l ! ‘
y
i Incident % L
i~ Police, Fire Dept, ... I b f T s
I J_I'_ll_lI

3 8 — ~ 3 M € = B ~+~ 3 —

Lessons
learnt
]
1
]
M Intervention
" team




2. Business Continuity Management

Research: in four phases through the Covid pandemic (vendenoordeta, 2020

.

Network of Poa
Phase 1:

* Business as Usual, trying to
understanding the problem -> main
focus on employees

Phase 2:

* Core = Crisis Management Team

* Gathering information, ensuring
operations, setting up task force with
key stakeholders

Phase 3:

* Selective integration into the network

* Tsunami of information brokered by PoA

* Principe based lead network — PoA
beats the drum

Phase 4:

* New normal — flows and participation
stabilize

* Restart is being prepared

* Separate network around port access

Port of
Antwerp
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2. Business Continuity Management Y BIREY

Conclusions (1)

« The Port Authority plays a central role in a
very complex network with many actors

* PoA was the organization that connects
other actors within the network (lead
network)

» Selective integration of actors, allowed:
 Catching more (weak) signals

* Gaining support and leverage

Port of
Antwerp




2. Business Continuity Management Y EtxES

Conclusions (2)

By integrating, re-distributing and branding
Information and through the organisation of
e.g. webinars we were able to deliver a
consisted and focussed message to our
stakeholders and the wider public
throughout the pandemic:

“The port is 100% operational”

Port of
Antwerp




2. Business Continuity Management

Thank you very much
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